
 

ACCEPTABLE USE POLICY 

This Acceptable Use Policy (AUP) applies to the use of any software, service or website 
(collectively, “Services“) provided by EBI and its subsidiaries, by its Partners, Resellers, 
Distributors, Affiliates or end customers (collectively, “User(s)”). By using any of the Services, 
Users are agreeing to this AUP. The examples described in this AUP are not exhaustive. 

EBI may revise, change or modify this AUP at any time without prior notice. By using the Services, 
the User agrees to the latest version of this AUP. EBI may immediately, without notice or liability, 
suspend or terminate User’s use of EBI’s Services should User violate this AUP or assist, 
encourage, authorize or instruct others to violate this AUP. 

REPORTING SUSPECTED VIOLATIONS 

If the User becomes aware of any violation of this AUP, EBI encourages User to report suspected 
violations by sending EBI an email and include any materials and details of the alleged violation. 
EBI will investigate any reported violations of this AUP and respond where appropriate or 
necessary, at its sole discretion. The Users agrees to accept, in full, any conclusions related to an 
investigation into Users complaint, without limitation. 

PROHIBITED CONTENT & USAGE 

Users will not (a) use any EBI Services other than as described in this AUP; (b) copy, archive, store, 
reproduce, display, publish, modify, tamper, repair, create derivative works of, decompile or 
reverse engineer EBI’s Services, or any portion of EBI’s Services; (c) access any EBI Services to 
build a product using similar ideas, features, functions, interfaces, or graphics as those found in 
EBI’s Services; (d) access the EBI’s Services to monitor their availability, performance, or 
functionality, or for any other benchmarking or competitive purposes; (e) use EBI’s Services to 
store or transmit any malware, spyware, adware, or any other malicious programs or code;  (f) 
attempt to cloak or conceal User’s identity or User’s application’s identity when requesting 
authorization to use EBI’s Services; (g) engage in any activity or use EBI’s Services in a manner 
that adversely impacts or disrupts the stability of EBI’s servers or network, adversely impacts the 
behavior of other applications or harass or interfere with another User’s or third party’s use of 
EBI’s Services ; (h) attempt to gain unauthorized access to any EBI Services, computer systems, 
or servers, (i) give any third party access to EBI’s Services without EBI’s prior written approval in 
each instance; (j) make any representations about User’s use of EBI’s Services and/or any and all 
applications developed in connection with User’s use of EBI’s Services that are false or 
misleading; (k) mislead, confuse, or surprise Users (i.e. any application developed in connection 
with User’s use of EBI’s Services should be transparent in terms of its functionality and should 
obtain all necessary and appropriate User consent including but not limited to any consent to 
store or share User’s content or data); or (l) state or imply any endorsement by EBI’s of User or 
User’s applications developed in connection with EBI’s Services. 
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User may not use, encourage, promote, facilitate or instruct others to use any EBI Services for 
any unlawful or fraudulent purpose including, but not limited to: (i) impersonating any person or 
entity, (ii) harvesting or collecting any personal information in violation of applicable law or (iii) 
promoting any product, service or business that is fraudulent, deceptive, unethical, obscene or 
in violation of any applicable law or regulation (iv) send unsolicited or unauthorized junk mail, 
spam, chain letters, pyramid schemes or any other form of duplicative or unsolicited messages, 
whether commercial or otherwise; (v) advertise or promote a commercial product or service that 
is not available through EBI’s Services unless User’s account is subject to a EBI’s authorized 
subscription; (vi) store or transmit unlawful, defamatory, threatening, pornographic, abusive, 
libelous or otherwise objectionable material of any kind or nature, (vii) store or transmit any 
material that encourages or engages in conduct that could constitute a criminal offense, or 
violates the intellectual property rights or rights to the publicity or privacy of others; (viii) use any 
EBI Services in any capacity to violate the security or integrity of any network, computer or 

communications system, software application, or network or computing device to include but are 

not limited to transmitting or initiating a denial of service attack, software viruses or other 
harmful or deleterious computer code, files or programs such as Trojan horses, worms, time 
bombs, cancelbots, or spyware; or (viii) use EBI’s Services to abuse, harass, stalk or otherwise 
violate the legal rights of a third party. 

User will not remove any trademark, copyright, or other proprietary rights notices which appears 
on EBI’s Services, marketing or sales materials, websites or any other EBI owned sites or accounts. 

If User’s use of EBI’s Services collects data or information about other Users, User agrees such 
data will be collected, processed, transmitted, maintained, stored and used in compliance with 
all applicable laws, industry standard security practices, and User’s publicly posted and clearly 
available privacy policy is at least as stringent as EBI’s privacy policy, as may be amended by EBI’s 
from time to time. 

DISCLAIMER 

EBI reserves the right, but not the obligation, to monitor or investigate User’s use of the Services 
at any time for compliance with this AUP, EBI’s Terms of Service, or any other agreement 
between User and EBI governing User use of Services. If EBI determines (in its sole discretion) 
User engages in activities that violates the letter or spirit of this AUP, including activities outside 
of Users use of the Services, or authorize or assist others to do so, EBI may suspend or terminate 
User’s use of Services without notice or liability. 

Further EBI may report any activity that it suspects violates any law or regulation to law 
enforcement officials, regulators, or any other appropriate Third Party. EBI’s reporting may 
include disclosing customer information. EBI also may cooperate with law enforcement agencies, 
regulators, or any other appropriate third party to help with the investigation and prosecution of 
illegal conduct by providing network and systems information related to alleged violations of this 
AUP. 
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Contact Us 

For any questions about this AUP, contact us at our Support Center: https://ebcontrol.io/help-
center/  
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